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User traffic on our internet
facing service is growing rapidly!

And so are the
malicious attacks!

We need a solution to ]
get protection from o Z‘;%
DDoS & Web attacks. H

What is Cloud Armor?

Defend against application @ P
layer attacks (SQLi, XSS \\

etc). Usein combino\’;ion ’ / TN
with IAP.

Telemetry: Decisions
sent to Cloud logging,
monitoring and Security
command center.

How does Cloud Armor work?

Defense against L3/L4
volumetric and protocol
DDoS attacks
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CLOUD ARMOR: DDOS PROTECTION & WAF
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Mitigate infrastructure

DDoS attacks with Global
HTTP(s) Load Balancing (TCP

SYN floods, Amplification attacks,
IP fragmentation attacks, etc.

0= |P, Geo, and custom match

‘ ”] ‘ ( \ -0— Allow or block traffic based on

parameters (L3-L7, etc).
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__Custom rules (L3-L7)

How do security policies apply?

Match condition (specified using rules language)

“request, region_code == ”"US” && inIPRange
RUle N (origin.ip.’192.0.2.0/24’) action deny

Default rule

Action to take if traffic matches this match condition
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Cross-Site Scripting
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What do I getin
visibility & telemetry?
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https://thecloudgirl.dev/
https://cloud.google.com/armor
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